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ExchangeDefender™ User Guide 
The following section helps ExchangeDefender™ protected user get the most out of the service. 

Overview 
ExchangeDefender™ is an SMTP Security Service allowing your organization to be protected from 

Internet security threats and annoyances such as SPAM, worms, viruses, DDoS attacks and more. 

ExchangeDefender™ keeps the unwanted content from your mailbox by constantly monitoring and 

analyzing messages and detecting potential threats. Because this is an automated software system it can 

make mistakes. We never delete your mail and have several convenient ways for you to access anything 

that may have been incorrectly identified as a threat. You can access quarantined messages through a 

Daily SPAM Report email, Intraday SPAM Report email and in realtime via secure ExchangeDefender™ 

Administration web site.  

 

 

Web Interface 
ExchangeDefender™ management is primarily managed through the secure ExchangeDefender™ Admin 

Portal web site at: 

 https://admin.exchangedefender.com 

https://admin.exchangedefender.com/
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ExchangeDefender™ Admin Portal web site is a secure web site using commercially-signed 128-bit SSL 

certificate to encrypt all data exchanged between your computer and our network. This is the same type 

of security used by major banks and e-commerce sites such as Amazon and eBay so you can feel free to 

enter data and know it is secure. Furthermore, data provided through the ExchangeDefender™ Admin 

Portal web site is completely encrypted on the server side making identity theft very difficult. 

 

What can be done through the ExchangeDefender™ Admin Portal? 

Main Portal 

- Quick overview of all SPAM and SureSPAM quarantines 

- Search for quarantined messages, senders and subjects 

E-Mail Addresses 

- Protect additional e-mail addresses that belong to you by adding them to your account 

- Resend or Delete any Welcome or Activation messages 

- Manage SPAM actions: Deliver, Quarantine or Delete 

- Delete e-mail address you do not wish to have monitored or protected 

Quarantine Operations 

- Release messages from the quarantine and deliver 

- Trust Senders (whitelist) and deliver quarantined messages 

- Review All messages to mark items you’ve already seen 

Trusted Senders 

- Add e-mail addresses and trust sender to send messages to one or all of your addresses 

Settings 
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- Enable or disable Daily SPAM and Intraday SPAM reports 

- Configure reporting schedule and set when your reports should arrive 

- Set paging to limit the number of items you see per page 

- Set your default time zone 

- Change your ExchangeDefender™ password 

 

 

Main Portal 
ExchangeDefender™ main page is the first thing you see when you login to your ExchangeDefender™ 

account. This interface is designed based on user feedback and gives you quick access to your settings, 

search and spam quarantines.  

The navigation is on the very top of the screen just under the logo and allows you access to your E-mail 

Addresses, Trusted Senders, Settings and more.  

 

The main screen has three panels: 

- Announcements:  Important notices from your system administrator 

- Find messages:  Type in a part of the email or subject to locate a message 

- Browse SPAM: Review your SPAM quarantines by browsing through messages 
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E-Mail Addresses 
E-Mail Addresses section of the portal allows you to configure your own SPAM management policies – 

What should ExchangeDefender™ do with SPAM: quarantine, delete or deliver? If your system 

administrator has given you the right to set these settings yourself you can quickly make the changes 

under the Manage dropdown (click on Select one and pick the desired action). 

 

You can manage multiple e-mail addresses through the same ExchangeDefender™ account. Most users 

have additional aliases (additional e-mail addresses) and this feature enables you to review all SPAM 

messages using the same login or to receive a single Daily SPAM report. 

 

 

Quarantine Operations 
If you have chosen to quarantine SPAM with ExchangeDefender™ we will never delete your e-mail. 

Instead, it is stored on our servers, allowing you to save bandwidth, mailbox quota and time by quickly 

finding or browsing for anything that may have been incorrectly identified as SPAM.  

ExchangeDefender™ quarantine screens (browsing messages or searching) have several components. 

There are three buttons on top of every message listing – Release, Trust Sender, Review All. To the left 

of those are links that show you how many SPAM messages are in the quarantine, ability to move back 
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and forth through messages or show them all on the same screen (Warning: Be careful with Show All as 

loading thousands of SPAM messages at once can crash your browser).  

 

The body of the quarantine listing shows you where the message came from, what the subject was and 

when it was received, respective to your time zone. On the very left of each message is a checkbox – you 

can check several messages and select the action – Release or Trust Sender. Clicking on Review All allows 

you to mark all messages as reviewed so that they do not appear on the main portal screen and give you 

a way to identify which messages you’ve already looked at. This action is quite useful for individuals that 

receive a lot of SPAM and check their quarantines several times a day. 

Release and Trust Sender operations are very intuitive and allow you to act on several messages at once. 

These actions are similar in that they both deliver the suspected SPAM message to your inbox within 

seconds. Trust Sender is special because in addition to releasing the message from the quarantine it also 

adds the sender of the message to your trusted senders list automatically.   
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Trusted Senders 
Trusted Senders or whitelist allow you to make exceptions to how ExchangeDefender™ processes 

messages from certain senders. Whitelists allow you to provide e-mail addresses or domains you never 

want scanned for SPAM content. Just enter the email address or domain you wish to always receive mail 

from regardless of the SPAM content, select an email address which these messages go to (or check box 

Apply to all my e-mail addresses to whitelist to all addresses). 

 

Deleting addresses from this list is easy as well because whitelists are sorted alphabetically and broken 

up by the email address they apply to. 

 

 

Settings 
ExchangeDefender™ settings allow you to customize the display and behavior of ExchangeDefender™ -  

enable or disable Daily SPAM report e-mails, set default time zone, change password or limit the 

number of items shown when you browse message or trusted senders lists.  
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Daily SPAM Reports 
ExchangeDefender allows you to receive a single daily email giving you quick access to all possible SPAM 

messages that were quarantined during the previous day. This web page (HTML) email gives you a 

single-click access to deliver a message, trust sender and review entire days worth of email. 
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In addition to the Daily SPAM Report you can also enable an Intraday SPAM Report. This is an additional 

daily email that can be helpful if it is critical that you review SPAM messages received during the day. 

Keep in mind that you have real-time access to all messages through the ExchangeDefender™ Admin 

Portal web site at any time.  

 

 

 

 


